
Terms of Reference
Consultancy on Data Protection and User Rights 

Development of a draft Data Protection and User Rights Policy 
for VVOB in Rwanda

Deadline for submission of applications: 17 May 2021 (5 pm)
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2. Tendering Organisation 

This Call for Proposals is issued by VVOB – education for development, duly represented by Ms Marianne 
KIGGUNDU, VVOB Country Programmes Manager in Rwanda. 
 
VVOB works towards improving the quality of education in partner countries. Quality education ensures 
equal opportunities. It is key to achieving the Sustainable Development Goals and a more equitable world for 
all. We provide technical assistance to reinforce the capacities of the Departments of Education, universities 
and provincial education departments. We align our work with the local education policy and developing 
education expertise based on strong partnerships. VVOB is operational in ten countries, including Rwanda. 
 
The Call shall be followed up by Mr Jean Monet NGENZI, Online Learning Coordinator in Rwanda. 
 
Address: KG 565 St, Kacyiru, Kigali, Rwanda 
Telephone: +250 788 894 676 
 
All correspondence regarding this call should be sent to: JeanMonet.Ngenzi@vvob.org 

3. Background 

3.1 “Leaders in Teaching” initiative (2017/2018-2021) 

VVOB has been implementing a multi-year “Leaders in Teaching” initiative (2017/2018-2021) with funding 
from the Mastercard Foundation and the Belgian Government, in close collaboration with its operational 
partners, University of Rwanda, College of Education (UR-CE) and Rwanda Basic Education Board (REB), and 
its strategic partner, the Ministry of Education (MINEDUC).   
 
This initiative focuses on strengthening the capacities of teachers, school leaders and education officials to 
lead and teach.  To this end, capacity development initiatives are provided through training programmes 
and continuous support in networks.  
 
The initiative included a planned shift from face-to-face delivery of Continuous Professional Development 
(CPD) activities to blended delivery, with most training sessions shifted online.  The Covid-19 pandemic and 
ensuing lockdown measures from March 2020 onwards accelerated this shift.  Currently, 3 UR-CE accredited 
CPD programmes are delivered in blended modality (i.e. online and in-person): 
 

• Diploma Programme in Effective School Leadership 
• Certificate Programme in Educational Mentorship and Coaching 
• Certificate Programme in Educational Mentorship and Coaching for STEM Teachers 

 
These programmes are facilitated by lecturers (mostly) from the UR-CE.  In total, about 120 trainers in these 
CPD programmes.  
 
Moreover, a non-accredited online digital literacy training programme (Digital Literacy for Online Learning – 
DLOL) is offered to all participants in the accredited training programmes and all beneficiaries of laptops 
provided by VVOB.  This programme is facilitated by 30 trainers (not from UR-CE).  
 

3.2 Collecting user information 

Initially, the UR-CE Moodle LMS was used to host the online courses.  Challenges related to server capacity 
and management (downtime, lost assignments) lead to the migration of CPD courses to a server 
(http://cpd4lit.org ) hosted by a Moodle Partner Company (Think Modular Ltd).   
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Currently, about 2000 school leaders, teachers and education officials from Rwanda are enrolled in one of the 
courses.  Moreover, in 2021, another 1500 STEM teachers (from 751 schools), 751 School-Based mentor 
teachers (from 751 schools) and 1500 school leaders (from 751 schools) will enrol in an online course hosted 
on the VVOB Moodle LMS. In total, by the end of 2021, around 6000 people will be enrolled in Moodle hosted 
on the VVOB server.  By the end of 2021, it is planned to migrate these users and courses back to servers 
hosted by UR-CE and REB.  
 
The following user information is currently collected and stored: 
 
Personal information 

• Name 
• ID number 
• Age 
• Sex (M/F) 
• School name and type (public, private, government aided) 
• Sector and district where school is located 
• Phone number  
• Email address 
• Physical health information (to provide assistance during course sessions) 

 
Course related information 

• Activity completion rates 
• Contributions to discussions, activities, assignments 
• Quiz scores 
• E-portfolio documents (School Improvement Plan, Mission and Vision, School budget, reflections…) 

 
 

3.3 National and Regional Legal Context 

The Right to privacy is enshrined in the Constitution of Rwanda as follows: 

“The private life, family, home or correspondence of a person shall not be subjected to 
arbitrary interference; his or her honour and good reputation shall be respected. A person’s 
home is inviolable. No search of or entry into a home may be carried out without the consent 
of the owner, except in circumstances and in accordance with procedures determined by 
law.  Confidentiality of correspondence and communication shall not be subject to waiver 
except in circumstances and in accordance with procedures determined by law.” (Article 
22.)2 

 
Rwanda does not currently have a law focused on personal data protection, but the Information and 
Communication Technologies Law No. 24/20161 contains provisions related to personal data processing. 
 
Article 209: Principles for electronically collecting personal information 
 
Data controllers must: 

• obtain written permission from the data subject or competent organs specifying the object for data 
collection, collation, processing and storage; 

• disclose in writing to the data subject the specific purpose for which any personal information is 
being requested, collected, processed or stored; 

 
1 
http://197.243.22.137/rlrcgov/fileadmin/user_upload/Laws2/LAWS%20PUBLISHED/RWA%20LAWS%20PUBLIS
HED%20IN%202016/RWA%202016%20%20%20%20LAW%20N0%2024-
2016%20%20%20INFORMATION%20AND%20COMMUNICATION%20TECHNOLOGY%20%20%20%20-
%20OG%20N0%2026%20%20OF%2027%20%20JUNE%20-2016.pdf  
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• not use personal information for any other purpose other than the purpose for which it is intended, 
unless he, she or they are permitted by the data subject or the law to do so; 

• not disclose the data without the data subject’s written consent, or unless he, she or they are 
permitted to do so by law; 

• not use electronic means to request, collect, process, or store data relating to a subject which is not 
authorised by law or requested for research; 

• keep a record of the personal information and the specific purpose for which it was collected for as 
long as the information is used; 

 
A draft law relating to data protection and privacy was approved by Cabinet on 27 October 2020 and 
includes provisions on data subject rights, general rules for data collection and processing, and procedures 
for data activities, such as transfers, sharing and retention2.  The Law is currently under discussion by the 
Rwandan Parliament with publication of the Law foreseen in 2021.  
 
On 27 June 2014, the African Union adopted the AU Convention on Cyber-security and Personal Data 
Protection, which contains important principles to ensure the protection of personal data in the continent3 
 

3.4 General Data Protection Regulation (GDPR) 

Reference to GDPR is relevant for two reasons: 
 
First, when it comes to data protection, the General Data Protection Regulation has inspired many other 
countries (and states) to develop or update their own data protection laws.  Examples include Brazil, Chile, 
Japan and the US State of California.  
 
Secondly, although coming from the EU, GDPR can also apply to European organisations (including VVOB) 
that are based outside the region. Also, if an organisation in Rwanda does business in the EU or when it is a 
controller of EU citizens’ data, then GDPR can apply. 
 
At the core of GDPR are seven key principles – they're laid out in Article 5 of the legislation – which have been 
designed to guide how people's data can be handled. They don't act as hard rules, but instead as an 
overarching framework.  These 7 principles could be used as a structure for the analysis of current practices 
and recommendations. 
 
GDPR's seven principles are4:  
 

1. Lawfulness, fairness and transparency 
2. Purpose limitation 
3. Data minimisation 
4. Accuracy 
5. Storage limitation 
6. Integrity and confidentiality (security) 
7. Accountability 

 
Accountability means documenting how personal data is handled and the steps taken to ensure only people 
who need to access some information can do so. Accountability can also include training staff in data 
protection measures and regularly evaluating and data handling processes.  Finally, it means that any 

 
2 
https://www.primature.gov.rw/index.php?id=131&tx_news_pi1%5Bnews%5D=933&tx_news_pi1%5Bcontrolle
r%5D=News&tx_news_pi1%5Baction%5D=detail&cHash=7a012c144e6b2eb6d384a0bf1f153c26  
3 For an analysis of the AU Convention, see Graham Greenleaf and Marie Georges, 2004, The African Union's 
data privacy Convention: a major step toward global consistency?, available here: 
http://papers.ssrn.com/sol3/papers.cfm?abstract_id=2546652  
4 https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-
regulation-gdpr/principles/  
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"destruction, loss, alteration, unauthorised disclosure of, or access to" people's data has to be reported to a 
country's data protection regulator where it could have a detrimental impact on those who it is about.  
 
These 7 key principles are translated into eight individual rights5: 

• the right to be informed.   
• the right of access to your data.  Access includes the information that's asked for, but also information 

why an organisation was processing personal information, conditions for processing personal data, 
how the information is being used, and how long it is due to be kept for. 

• the right to rectification 
• the right to erasure 
• the right to restrict processing 
• the right to data portability 
• the right to object  
• rights around automated decision making and profiling. 

4. Scope of the Consultancy 

VVOB in Rwanda currently has no policy on the collection and use of user information including personal 
data and data generated as a result of taking part in learning activities.   The growing importance of online 
CPD and the growing possibilities to collect and analyse user data (learning analytics, machine learning, 
artificial intelligence…) has led to the need for the development of a consistent and respectful approach to 
how VVOB and third parties it engages store and use information from trainers and trainees on its servers and 
on its partners’ servers.   
 
VVOB in Rwanda seeks: 
 
Step 1: Overview and Analysis of current data collection and usage by VVOB Rwanda 
 
Suggested methods: interviews with key informants within VVOB (management, MEAL team, Online Learning 
Team), third parties (consultants), partners (University of Rwanda, Rwanda Basic Education Board) and possibly 
donors.  VVOB document analysis, review of online learning environment and Digital Data Ecosystem 
(currently being developed), literature study of regional and international good practices.  
 
Output: Inception report 
 
Step 2: Formulate draft data protection Policy for VVOB Rwanda (could be adjusted when Rwandan 
Data Protection Law is approved) 
 
Suggested methods: literature analysis, interviews with key informants, workshop on data protection with 
VVOB staff and government partners 
 
Output: Draft data protection Policy for VVOB Rwanda, Assessment of potential implications of Rwandan 
data protection Law, recommendations for VVOB Rwanda. 
 
Step 3: Organize a training for VVOB staff and partners on the draft data protection policy for VVOB 
Rwanda 
 
Suggested methods: 2-hour training or workshop on the draft data protection policy. 
 
Output: training materials and report 
 

 
5 https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-
regulation-gdpr/individual-rights/  
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5. Eligibility 

Consultants and companies with experience in data protection, privacy and user rights are invited to apply.   
 
Proposals will be considered that fulfil the following requirements: 
 
Administrative requirements: 

• Company registration document  
• Certificate of Clearance from the National Office of Social Security  
• Tax clearance certificate 
• Annual accounts of last 3 years 

 
The technical proposal must include: 

• Description of the company’s/ consultant’s experience and capacity 
• Description and proof of similar work in this area: 
• 3 relevant and signed references 
• Description of proposed methodology and approach  
• Work plan 

 
The financial proposal must include: 
 

• The overall price (in USD, VAT inclusive) 
• A price breakdown per stage 
• Detailed overview of personnel costs (per personnel category) and any other expenses.  
• Desired insurances and applicable taxes (see further) should be listed separately.  

 
A maximum of 25% of the agreed performance fees can be paid in advance, upon request.  Payments will be 
subsequent to approval of outputs. 
 
Payments shall be regulated through the contract with VVOB.  
 
Please note that the contract will be concluded with VVOB Rwanda, KG 565 St, Kacyiru, Kigali, Rwanda. 
Candidates therefore need to include in their financial proposal a 15% withholding income tax in case the 
service provider is based outside Rwanda and any other VAT or sales tax as due in the country where the 
service provider is established. In case the service provider is based in Rwanda, local VAT rules apply. 
 

6. Process Steps and Scoring Criteria 

Process Steps 
 

• Publication of ToR on 23 April.  
• Proposals are accepted until 17 May 2021, 5 pm. 
• Proposals will be opened and evaluated in 2 phases: 

o Administrative eligibility  
o Technical and financial eligibility 

• Selection of consultant or company 
 
Proposals that don’t fulfill the administrative requirements will not be further taken into account.  Proposals 
that fulfil the administrative requirements will be evaluated on the following criteria: 
 

• Technical feasibility: (max. 60 points) 
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- Relevance and quality of the proposed methodology to address all activities listed in the Call – 
30 points 
Range and depth of experience with similar projects– 30 points 

 
• Price (maximum score assigned to the price proposal with lowed price) – max. 40 points 

 
Only proposals that have at least 42 points (or 70%) on the technical part, are considered for the evaluation 
of financial feasibility.  
 
If deemed necessary, VVOB may decide to further negotiate the proposal with one or more service providers. 
These negotiations may result in an adapted proposal by the consultant and subsequent modifications in 
evaluation and ranking of the proposals. All qualified respondents will be notified about the final decision. 
VVOB reserves the right to re-advertise the Terms of Reference in case no suitable proposal was received.  

 

7. How to apply 

Interested consultants should submit their proposal by e-mail to jeanmonet.ngenzi@vvob.org by 17 May 
2021, 5 PM (UTC+02:00). 


